An Introduction
To
Security Assessments
Security designed by our clients’ requirements and business needs.
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About Us
Covenant’s team members
have a wealth of knowledge
and experience developed
over long careers working
within the UK and globally
within the British military, law
enforcement and the
intelligence community.

Our consultants have all worked at a strategic and operational level delivering
key elements of the UK Government’s counter terrorism strategy focused on
the protection of people and infrastructure and other vital business assets.
Our skills, knowledge and experience have contributed to the safety and
security of people living and working within the UK and wider afield.
The team has been involved in a diverse range of protective security projects
including the 2012 London Olympic Games, HM The Queen’s Diamond
Jubilee, the 2014 football World Cup and the protective security arrangements
for people attending major public and military events within the UK. In 2015 we
assisted the Tourism industry in Egypt and Tunisia.
The team has also provided our clients with a range of bespoke training
services including table-top exercises to test plans, processes and procedures,
a variety of safety and security courses, and presentations and workshops to
meet the clients’ needs. We are able to conduct training needs analysis to
identify your security training requirements.
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Why We Assess
The world you operate within presents a diverse range of
challenging situations. Who you are, what you do and
where your business is located will all affect the threats
and risks you face. It is your vulnerabilities that will present
the opportunities any threat needs to target and exploit.
The world has become a more complex environment in which to conduct
business in a safe and profitable way. Whilst as a business it is imperative to
look ahead at growth and investment, this can only be achieved if the
business is secure and equipped against the varied threats faced by
businesses globally.
We all have a duty of care for
ourselves, our colleagues and our
business partners. As business owners
you may also have a responsibility to
shareholders in ensuring that your
company is profitable and protected
against numerous business threats.
Understanding the possible threats, the
associated risks and your vulnerabilities
can greatly assist us with how we can
provide proportionate solutions that
ensure you and your people remain
safe whilst conducting everyday
business.
Technology can provide us with up to the minute information and intelligence
about what is happening globally and our experience enables us to deliver
local solutions to counter global threats. Security can be viewed as a negative
outgoing expenditure, however, we see security as a positive income
generator.
Covenant’s Security Assessment services provide clients with the confidence
to operate in a safe and secure manner by exploring and understanding the
threats and associated risks of the environment, the locality and the business
and by identifying proportionate solutions.
In essence, Covenant will provide the ability for you to take a more
proportionate view of any current, future or perceived threats to your business
and your people.
Security Assessments
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Our Services
We believe that each client is unique and as such we
value the need to provide a tailored service which is
designed and delivered to meet our clients’ requirements.
Covenant provides a number of services
that will assist you in reducing your
vulnerability whilst ensuring that your
business can function as it should within
your business model and plan.
Our services are designed specifically to
address your needs, concerns and
expectations and therefore enhance
your safety and wellbeing at work.

We can provide you with:
§A range of security surveys/audits from crime
prevention to counter terrorism standards
§In-depth threat & risk assessments
§Physical and ICT Penetration Testing
§Our full portfolio of services, reinforced with the
latest intelligence and threat reporting.

Our overriding aim is to reduce the vulnerabilities associated with businesses in
order to help our clients to assess and consider all elements of their security
policies and procedures.
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Security Surveys
JUSTIFIABLE

– It is imperative that

the solution recommended to
counter the actual or perceived
threats is both sufficient and
proportionate

ACHIEVABLE – Within the business
model and local environment, all
security solutions must be capable
of delivering the required

Covenant security risk
specialists have a wealth of
knowledge and experience in
identifying the threats and risks
to business and the subsequent
vulnerabilities.
This defines our straightforward approach;
to identify your vulnerabilities aligned to
the threats and risks you face, examine
your compliance obligations and provide
you with the solutions for you to continue
to work and live safely and securely in
the knowledge that your protective
security is commensurate to the risk and
to your business requirements.
We will identify where your current security
regime is vulnerable to targeting and
exploitation, affecting the safety and
security of your staff, customers, business
processes and other key assets.
Through a structured, systematic
approach (using the ‘JASPAR’ model,
right) we will provide you with a
comprehensive non-technical report
detailing our observations, the associated
risks and cost-effective, proportionate
solutions integrated with existing good
practice, delivering organisational
benefits.
Security Assessments
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SUSTAINABLE

– It is essential that

the solutions identified feature
manageable service requirements
and are seamlessly incorporated
into business process, enabling
continued effective and efficient
operations

PRACTICAL

– Security solutions

should always be designed to
meet a specific need and by
functioning effectively will
complement business capability

AFFORDABLE

– Security solutions

that pay for themselves by utilising
technology and experience

REASONABLE

– Identification of

the range of threats posed
balanced with a thorough
understanding of the business
requirements will deliver an
integrated security package
matched to your profile, the
threat environment and your
budget.
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Threat & Risk Assessment
Covenant threat and risk assessments provide you with
clarity about the threats you may face as part of your
safety and security planning aligned to your business.
We apply a 360 degree assessment
process focusing on your business, the
environments you work within, your
work colleagues and business
partners and the processes and
functions you conduct and provide.
INTENT

THREAT
CAPABILITY

OPPORTUNITY

We assess how you can be targeted
and exploited by individuals and
groups ranging from opportunists
through to organised crime groups,
including domestic extremists and
terrorists. Our conclusions will take into
account the key threat ‘drivers’ which
are; intent, capability and
the
opportunities to be exploited. This will
allow us to identify a proportionate
assessment of each threat we
identify.

Thereafter, we will provide you with an assessment specific to your needs. This
assessment will enable you to make informed and proportionate decisions
regarding your business policies and procedures.
We use our intelligence partners to
identify overt and covert threat-based
intelligence, allowing us to review the
Threat, Risk and Vulnerability assessment on
a regular basis, enhancing your awareness
of any changes in situations whilst reassuring
you and your people and instilling
confidence in your business.
We are happy to discuss your needs, concerns and expectations regarding
this service. All of our services will be conducted under the terms of the Data
Protection Act 1998 and all of your prior information will be handled as
‘Commercial in Confidence’.
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Penetration Testing
Our experience in the field of Penetration Testing has
evidenced that this specialist area of security testing is
misunderstood and has been devalued in its use.

At Covenant we believe
that a penetration test
should be the catalyst in a
security review to quality
assure the investments
made in security.

We work closely with our clients to gain the information we require to shape
and design a bespoke test that addresses your concerns. Whether a physical
or electronic test is required, we insist that all tests are controlled and
managed in line with company policies and the Health and Safety at Work
Act.
The success of all and any tests is the
need to ensure that the credibility
and standard of the test is
maintained and limited to ensure a
fair test is achieved. Although this is
our service, it is your test and your
business.
We will provide you with a report
detailing the results of the test which
will enable you to make informed
and proportionate decisions
regarding your business security
policies and procedures.
We are happy to discuss your needs, concerns and expectations concerning
this service. All of our services will be conducted under the terms of the Data
Protection Act 1998 and all of your prior information will be handled as
‘Commercial in Confidence’.
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Contact Us

Please contact us at:

enquiries@covsec.co.uk
Alternatively, please call us on:

0330 111 2013

If our consultants are unavailable, please leave your
message and contact details and we will return your
call.
Find our full services at:

www.covsec.co.uk
WALES OFFICE
Covenant
Bell House
The Square, Magor
Wales
NP26 3HY
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LONDON OFFICE

Covenant
48a Monmouth Street
Covent Garden
London
WC2H 9EP
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As a unique security risk management
consultancy we provide our clients
with innovative, sustainable and
bespoke protective security services.
We ensure that our clients have a
secure foundation to live, work and
thrive in an ever changing, ever
challenging world.
We have the proven ability to work
closely with our clients in order to
understand your requirements, assess
the suitability and proportionality of
your security and ensure that you are
secure in the knowledge through
what we deliver.

Providing the building blocks to ensure
that the highest levels of security are
established and maintained

